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Motivation and Research Questions

® Vulnerabilities are difficult to identify and can have drastic
consequences

1™ Resource demand of analysis feasible for practical use
A Dangerous code patterns can be identified early

® Query-Based Static Application Security Testing @ Consequences of exploitation can be averted

(Q-SAST) tools promise great benefits for vulnerability
discovery

Highly-Configurable Software Systems, i.e., Software
Product Lines (SPLs), are becoming common in many
domains (e.g., mobility)
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if (hbtype == TLS1_HB_REQUEST) {
unsigned char xrbuffer, *bp;
A
buffer = OPENSSL.malloc(l + 2 +

payload + padding);

bp = buffer;
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memcpy (bp, pl, payload);
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fendif Vulnerability

Q-SAST tools cannot be applied to SPLs without
, further adjustments

= How can the benefits of Q-SAST be leveraged for the
scalable analysis of real-world SPLs for the presence of
common vulnerability patterns?

Real World Example

Research Activities and Results

An analysis platform using the powerful Q-SAST tool Joern for
vulnerability discovery in SPLs
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® Family-Based Analysis: Transform (variability encode) the
variable SPL source code into plain source code
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&% Enable Joern to analyze SPLs for vulnerabilities directly
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