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Motivation

® Automotive vehicles are increasingly becoming connected cyber-physical systems
® [eads to bigger attack surface, more impactful attacks, necessitating cross-organizational collaboration
® Manufacturers are obliged (per regulation) to establish cybersecurity management systems

® TARA is legally required for vehicle to be permitted on the road

Research Questior . et ]

How can TARA be modularized, without losing ® More efficient system analysis process

security properties and guarantees using ® Enable agile threat analysis

untrustworthy infrastructure for secure cross- m Simpler, more precise artifact sharing

organizational collaboration? - Improve cyber security resilience for vehicles

Research Activities and Results

Infrastructure Modularization
® Use encryption-based access control ® |[dentify system boundaries
® Change-based model representations ® Define common model

® Provide infrastructure for modularized TARA & Map attack paths to system diagram
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